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DOE Distributed Science Environment

The Case for Networking (Classical & Quantum Networks)

Quantum networks are natural extensions of classical
networks to support distributed QLS
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Quantum Networks: Timing & Critical Infrastructure for Science

QIS Activities Across the Office of Science
(Labs Activities not Shown)

Basic Energy Sciences Roundtable

Opportunities for Basic Research for
Next-Generation Quantum Systems

Fusion Energy Sciences Roundtable on
Quantum Information Science

Basic Energy Sciences Roundtable
Opportunities for Quantum Computing
in Chemical and Materials Sciences

Quantum Sensors at the Intersections
of Fundamental Science, Quantum
Information Science & Computing

Co-Chairs: Swapan Chanopadhyay Roger Falcone, and Ronald Walsworth
Report of the DOE Roundtable held Februi

). ENERGY s
Holger

Office of Science
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QNOS Timeline

Summer 2017 - Preliminary explorations
12/04/2017 - Quantum Networks for Open Science Roundtable

02/05/2018 - Roundtable Report

— https://www.orau.gov/qguantumnetworks2018/Quantum-
Networks-Roundtable-Report-Final-2018-02-05.pdf

— Conclusion: A workshop is needed to further explore the
opportunities and challenges in the development of
quantum networks for open science.

09/25-09/26 2018 — Quantum Network for Open Science Workshop
03/12/2019 - Workshop Report Delivered to ASCR
06/26/2019 ASCAC Presentation
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https://www.orau.gov/quantumnetworks2018/Quantum-Networks-Roundtable-Report-Final-2018-02-05.pdf

Quantum Networks Roundtable Discussion

Objectives:

« Assess the state of guantum networks in the commercial, academic, laboratory,
and international settings

« Assess the strategic impacts of quantum networks in future scientific
infrastructures.

Summary of Roundtable Recommendations

« A crifical area for investment at DOE to support the emerging QIS initiatives
« Convene a workshop to assess DOE needs, workforce, and strategies

« Leverage existing networking technologies in DOE

Organizers:

DOE POC: Thomas Ndousse-Fetter

Report POCs: Warren Grice, ORNL /Prem Kumar, Northwestern
University

Attendees

« Jonathan Dubois, LLNL

Saikat Guha, University of Arizona

Dan Kilper, University of Arizona
Paulina Kuo, NIST

Guifang Li, University of Central Florida
Lijun Ma, NIST;

Inder Monga, ESnet/LBL;

Andrei Nomerotski, BNL

Nicholas Peters, ORNL

Oliver Slattery, NIST

Daniel Soh, SNL
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QNOS Workshop Charge Letter Summary

“The vision and scope of guantum networking for the
QNOS workshop, as articulated in the charge letter o the
organizing committee, was to identify the opportunities
and challenges for developing scalable quantum
networks by fransmission of quantum information through

opftical fiber."”
—QNOS Workshop Report
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Workshop Purpose
Workshop Godals

Gather community input Workshop

Organize input ‘

Generate report / e /
port

Key questions
 Why should ASCR be oo o, et

Inferested in quantum

Networkse Inteltl(g;ted
What are the key technical

challenges that need to be
addressed?¢

What are the near-term goals¢

What are the long-term goalse
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Workshop Scope

» Discussion scope
— Quantum network-enabled science applications

— Hardware and software subsystems, architectures, protocols,
and components

— Quantum network control modeling and management

« Qut of scope topics
— Wireless quantum network technologies
— Satellite-based quantum technologies
— Quantum computing materials development
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Workshop Attendees
72 Attendees by Affiliation

35
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0
US Government National Academia Industry
ARL, AFOSR, AFRL, Lab/FFRDC S Telecomm,
DOD, DOE, NIST,  ANL, BNL, FNL, 16Insfifutions  ppc, Energy,
NSF, NRL, NASA LANL, LBNL, MIT- Quantum
LL, SNL, ORNL

Multidisciplinary approach

* Quantum Physicists « Domain scientists
 Classical network researchers (TCP/IP) <« Classical computer scientists
« Optical network Engineers/physicists * Network operators

:+ QIS application developers




Workshop Organization

* Infroduction, Goals, & Objectives
* Plenary Talks

* Infroduction talks

* Breakout Sessions —/

— Day one: Mixed Expertise |

Motivation & Impact
Network Design
Devices & Subsystems
Operation & Control

W

« Summaries from day one breakouts
« Cross-cutting Discussion

» Breakout Groups
— Focused Expertise to align with 1-4.
— Collect attendees input; feed into workshop report
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Workshop Report Highlights

» Science applications
» State-of-the-art guantum networks

« Coexistence of guantum and classical
signals to leverage ESNet

« What needs to be developed
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Motivating Quantum Science Applications

Breakout Topic 1

Discussions Objective:
« ldentify the motivating drivers and science applications to
be supported by Quantum Networks

« Computing and communications are interdependent
iInformation technologies

 Distributed quantum computing

« Quantum sensors to test for new science (e.g., dark matter)
— Atomic clocks
— Phase sensor networks
— Magnetometers

 Blind quantum computing

« Quantum key distribution/quantum digital signatures
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Attributes of ASCR vision for Quantum Neitworks
(Beyond QKD Links)

Continental-scale quantum network:
« Universal (transparent) optical guantum networks
« Serve a broad range of distributed QIS applications
« Universal quantum encoding schemes (DV, CV, Hybrid)
 Interworking federal quantum networks
* Q-LANSs in National Laboratories
* Q-WANSs — connecting Q-LANs and Q-MANSs

* Q-internet
» Hybrid Classical/Quantum networking over shared optical transmission
systems

Users
Users
Z — Q-LANSs

Users

Users
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Energy Science Network (ESnet)

(A unique resource to be leveraged)

ESnet—Connecting DOE Labs to the World of Science

Canada Canada
Asia-Pacific {CANARIE) Russia and China (CANARIE)
(Sinet/Singaren Asia-Pacific (GLORIAD) CERN
TWAREN) (ASCC/Kreonet2/Sinet/ (USLHCNet)
TWAREN/Singaren)

Asia-Pacific

Europe
* (S0 (GEANT)
Australia ' e Boston
(AARnet) Chicago A -

Cleveland . New York

Sunnyvale \ /.

Assa-Pacific ;
(ASOMC&) Kansas City B !
£ San Diego Albuquernque h

Austraiia Atlanta R
‘udmmﬂlc
« Fiber optical networks are infrastructure

(AARnet) (AMPATH)
« Itis desirable to leverage DOE's high-performance optical backlbone network

for gquantum as well as classical communications
« Quantum repeaters required to build networks beyond metro scale
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State-of-the Art: Quantum Optical Networking

MANAGER TRUSTED END
* Mostly focused on Quantum Key Distribution
— Fundamental rate/loss tradeoff

 Trusted relays are used to scale to longer distances
(thousands of km)

— This solution only suitable for QKD
— Could perhaps be upgraded later to quantum repeaters

« Rate/loss bound recently exceeded but not scalable:
hitps://arxiv.org/abs/1902.06884
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https://arxiv.org/abs/1902.06884

Quantum Network Architecture
(Breakout Topic 2 - 1/3)

Application

Application

(Data Representation and Encryption)

Presentation i Conversion of different physical qubits into flying qubits
(Network Services to Apps) (Transduction)

Session
(Host-to-Host Communications)

Transport ?

(Reliable End-to-end Connections) .

-
S
o
S
=
3]
Z
©
S
5
=
o
)

Network
(Routing & IP Logical Addressing)

Data Link
Physical Link Addressings)

Physical

Physical
(Quantum/Photonic Signal Transmission)

IMdia & Signal Transmission)

0S| Reference Model
Quantum Network — Reference Model

* Most work so far has been done at the physical layer but not solved yet.
« How does one marry concepts of how computers communicate with the
fundamentally different constraints of quantum signalse

 Latency

« No cloning

« No amplification

« No capability to read routing information on quantum signals
« How does one do performance modeling and simulatione
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Quantum Network Architecture
(Breakout Topic 2 - 2/3)

Evolution towards fransparent quantum networks
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In the beginnin Current Optical Networks Transparent Optical Networks Transparent Quantum/Photonic
g . g * IP- Framing/optical encoding : °pt'°a|.F’am'”g/e”°°d'"g *  optical Framing/encoding
* IP- Framing +  Store & Forward *  No optical buffers/processor *  Quantum memory
Store & Forward . . ¢ Just-in-time out-of-band *  Just-in-time out-of-band
« In-band signaling * In-band/out-of-band signaling signaling signaling
. . * 3RSignal regeneration (EDFA . i i
+  Signal regeneration g g . ( ) 3R Signal regeneratlon (EDFA)
* E-O-E conversion *  E-O-E conversion

Additional Benefit
« Transparent quantum networks as an enabling technology for all-optical networks
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Quantum Network Architecture
(Breakout Topic 2 — 3/3)

Evolution towards fransparent quantum networks

Quantum Transparency and encoding formats
« “Quantum transparency” supports transmission of different
quantum resources
» SQueezed states
« Different forms of entanglement
* |s it needed for diverse science applicationse
» Should one use photonic qubits, qudits, continuous variables, or a
hybrid?
» Degree of freedom for encoding not clear, e.g., phase,
polarizatione
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Optical Specirum Coexistence for Quantum Networks
(Breakout Topic 2: Network Design )

Optical Wavelength Bands Avaikble for Quantum and Classical Communications using DWDN or COWDN

= ]
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Typical spectrum for classical signals

Goal: 2 }
o o o o o 1
« Sharing existing Esnet optical fiber i 2 i g8
infrastructure (ESNet) i -
Challenges: A h_JB0
« Classical signals >>> quantum signals Spontantas Enlcon 1
+ Classical signals cause broadband noise co Quantum Spectrum s | E2
- Even if one had “dark fiber,” there is stilla £ p— . e
; ; e 51, & §
negd for classical signals for timing, and g5 | Repeater . |98
tuning. » _.
%O AK RIDGE Figure 4. Optical communications fiber link engineered with two wavelength partitions to
National Laboratory simultaneously carrv photonic quantum states and classical traffic.




Devices & Subsystems
(Breakout Topic 3: 1/2)

Objective: Identify the challenges and opportunities for the critical
quantum network devices and subsystems.

« Transduction devices — connect different matter qubits to photonic qubits

* Quantum frequency conversion —changes color of photonic qubit without
spoiling quantum properties

» Single Photon and entangled photon sources

* Quantum Routers — needed to move beyond point-to-point quantum
transmission

* Quantum Memories and Buffers — need to store quantum information

* Quantum State Multiplexers/De-multiplexers - allow aggregation and
disaggregation of photonic quantum carriers

 Quantum Repeaters — necessary to extend the current link span beyond
150km

% For the most part, these are all active research topics.
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Devices & Subsystems
(Breakout Topic 3: 2/2)

Critical Technology: Quantum Repeaters

A C, C, B

0 00

O—+0OY}—+0O)}—O

* Not anything like classical regeneration
« Most widely considered: distribute two-qubit entanglement
* Perform quantum teleportation
* Protect quantum information with quantum error correction
* Needs significant effort
« Cannot currently do better than direct transmission
» Feasibility in coexistence network is unclear
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Quantum Network Operations & Management
(Breakout Topic 4)

1 Control lg i"’ Control P'ﬁ% 1 Contrl P
;/ g Just-in-Time (out-of-Band Control)

" | Control —~ | Control ! contrl
 Qunum Quantum ontro * |P-based confrol networks

o / S‘K“ [ enm * Multi-domain infer-networking
e * Build on MPLS/GMPLS

o _ / o

Figure 5: End-to-End Transparent Optical Networks with Digital Control Plane

Challenges

« Simulation of distributed quantum resources will be more difficult
than classical bits. Not clear if current approaches apply.

« Extracting the critical knowledge for operation and control is a
complex measurement problem

« [|tis not clear how to develop a unified control plane network for
shared classical/quantum networks

« Quantum state preservation and synchronization

Opportunities
Quantum network capabilities could enhance control plane security

OAK RIDGE
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Collaborations

US Government missions are diverse, and seem likely to develop
complementary guantum communications networking
technologies.
National Institute of Standards and Technology (NIST)

« Quantum network metrology

« Standards efforts are critical to ensure interoperability of

components and protocols

The National Aeronautics and Space Administration’s (NASA) efforts
on space-based quantum communications complements fiber
The Department of Defense’s research labs are developing
quantum technologies, which may be useful for science
applications.
Industry, Academia, National Laboratory collaborations across
multiple education levels
Collaboration will greatly strengthen the impact of developed
gquantum networks.
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Path Forward

A
O 5
Q-Internet 835
—_— ) 2
8 5 Goal: Q-Internet [41]
Foundation
Goal: Q-WANs 0 Quantum internetworking
Multipartite
(RCeQ-vgg\f'\:rs)_- Goal: Q-LANs Foundation entanglement
P : Hybrid CV/DV foundations . Quantum Network
. Multipartite entanglement Modeling
Foundations .
Hybrid CV/DV foundations Sl e el ol Subsvsterns
Quantum error management SUDSysiems
Quantum Network Modeling Subsystems . Universal fransducers
. Universal fransducers e Quantum routers
subsystems Hybrid CV/DV quantum . Q-ROADM
Q-LANs L PEE] GO EUEI ) (2 Bl B . floz:-ei:\-ﬁme control plane . Ir}::e;;domaln contrel
(No Repeo‘rers)_- Photonic transducers QUROADM Q P P
Quantum network modeling M-UX /DeMilX .
Quantum buffers/memories
Quantum
buffers/memories
I i —>
2020 2025 2030

Transparent optical Quantum networks evolution in the open science environment

« Quantum networking is a nascent interdisciplinary field

« Quantum physics, tfelecommunications engineering, optical
communications, computer science, cyber security, and domain science
have not traditionally worked together and need to do so.

« Such collaboration is needed to solve a problem as complex as developing
a general-purpose quantum network.
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Report Format
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Technical areas

«  Working Group discussion

« Short-Term Challenges and Opportunities
« Long-Term Challenges and Opportunities

Summary Discussion
Path Forward - three categories of efforts
« Repeater-less Q-LANs and Q-MAN
« Q-WANS
« Q-Internet



The main objective was to establish a high-level vision of a continental-scale
transparent, hybrid quantum network ecosystem for science

Future workshops will be needed to develop the detailed design challenges of various
subsystems and components.

Questions?
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